
      

 
COMMERCIAL STATEMENTS 
 

1. COPYRIGHT 

Copyright © 2020 Civica UK Limited.  All rights reserved. 

2. CONFIDENTIALITY 

This document and any attachment (e.g. the estimate of costs) with it contains information which is 
commercially sensitive, and therefore should be treated as strictly confidential. This includes; but is not 
limited to costs, products and methodology. This document and any attachment with it should not be 
shown to any third party organisation or individual, without the express written permission of Civica UK 
Limited. The document is intended expressly for the purposes of evaluating the services and offering 
of Civica UK Limited. Please read our full Terms and Conditions below. 

3. FREEDOM OF INFORMATION (FOI) 

Civica UK Limited consider that the detail contained within the financial information provided, all non-
financial credentials, all product detail and offerings should remain confidential. Release of this 
information under FOI requests would be prejudicial to the interest of the company and would give 
undue insights and competitive advantages to potential competitors (we would ask that you make Civica 
UK Limited aware of any such requests). The information should therefore remain confidential between 
Civica UK Limited and relevant personnel within the intended recipient organisation only. 
 
Notwithstanding the above, in the case of a statutory requirement where either Party is duty bound by 
law to comply with any FOI requests, information will be released in compliance of that Party’s duty, 
giving reasonable notice to the other Party.  
 

 

TERMS AND CONDITIONS 
 

1 DEFINITIONS 

 

“We”, “us” or “Party A” means Civica UK Limited (Civica: Engagement Solutions (“CES”)).  

“You” or “Party B” means the authority or company or other person to whom CES provides goods and 

services.  

“Parties” means both You and Us.  

“Quotation” means any price or price estimate (including any price(s) included as part of a formal response 

to an invitation to tender) that we send you. 

“Start Date” means the date of signature by Party A.  

“The Agreement” means the content of this documents together with the Schedules and any corresponding 

quote or documents.  

 

2 CONTRACT 

2.1 Your acceptance of our quotation includes acceptance of the terms and conditions set out below. These 

terms of trading shall apply to all services supplied by us and shall apply subject to any exclusion of these 

terms in your order. No variations shall be binding unless agreed in writing by authorised representatives of 

both Parties. 

 

 

3 PROJECT CANCELLATION 

3.1 In the event that the project envisaged in the quotation does not proceed or is postponed, CES reserve the 

right to invoice for all consultancy time and preparatory work undertaken. This includes unavoidable third 

party costs, work undertaken specifically at your request, as well as work deemed necessary by CES in order 



to meet any pre- agreed timescales. The contract rate shall apply and if this is inapplicable then you will pay 

not less than the total cost to us of carrying out that work allowing for a reasonable hourly rate for the staff 

involved (considering seniority and experience), direct costs, overhead charges and a profit margin of 20%.  

 

4 DATA PROCESSING  

4.1 A charge has been included within the quote (provided) for the processing of data, including the in-house 

data processing, of address files by CES staff provided by the client or their agreed agency. The cost 

assumes that the client has pre-identified any constituency breakdown required for the mailing before 

sending the data. If the data provided to CES is not in a readily usable format and/or requires additional 

manipulation by us or constituency/data changes are required after the nominations/election have started, 

then ERS reserves the right to charge for this service. The standard rate for this will be £50 per hour.  

4.2 All Data Processing will be in accordance with Schedule 1.  

 

5 ADDITIONAL WORK 

5.1 You will pay for all additional work carried out (or additional quantities) in accordance with your requirements. 

The contract rate shall apply and if none, a reasonable commercial rate not less than the total cost to us of 

carrying out that work allowing for a reasonable hourly rate for the staff involved (considering seniority and 

experience), direct costs, overhead charges and a profit margin of 20%. 

5.2 You will pay for all additional work which we have to carry out as the result of information provided by you 

being incorrect, late or in a form which is not conveniently usable. 

 

6 TIME 

6.1 We will only be bound by timescales agreed for delivery of goods or services if you have provided information, 

materials or approvals in good time and in proper usable form. 

6.2 Unless expressly agreed in writing all times for provision of goods and services by us are estimates only. 

 

7 RISK 

7.1 Risk of damage to or loss of materials and goods prepared by you shall pass to you: 

7.1.1 in the case of goods where our price includes the cost of delivery, at the time of delivery to you or to your 

agent; and 

7.1.2 in the case of goods where our price does not include the cost of delivery, when we notify you that the 

goods are available for collection. 
 

8 MEETINGS 

8.1 The project setup meeting and meetings held at the CES offices are either included within the Administration 

Fee or are itemised and costed specifically depending upon your requirements. 

8.2 Any additional meetings requested by clients (excluding project setup) that have not been quoted will be 

charged for at a rate based on the CES staff’s level of seniority; the rate will be confirmed prior to the meeting. 

If the meeting is away from CES offices, please note that any time spent travelling to the meeting will also 

incur the hourly rate. Travel expenses will also be incurred. 

 

9 POSTAGE 

9.1 We reserve the right to ask you pay cost of postage in advance, failing which we shall be under no obligation 

to incur postage costs and shall be permitted to suspend work until postage is paid. 

 

10 PAYMENT 



10.1 Our invoices are payable within 30 days of delivery. 

10.2 We may, annually, on each anniversary of the Start Date, increase its fees and charges in line with the then 
current prices of Civica and its third party suppliers:  

10.2.1 except for third party costs the percentage increase shall not exceed the percentage increase (if any) of 

the United Kingdom rate of retail prices index as published by the Office for National Statistics from time 

to time; and 

10.2.2 in respect of the portion of the fees and charges relating to third party costs over which Civica has no 

control (e.g. energy or third party software costs) the percentage increase shall match the increase in 

such third party costs. 

10.3 We have the right to charge an administrative fee on overdue amounts on a daily basis from the original due 
date (in accordance with clause 11.1) at the rate of £500 per day. You agree that such administrative fee is 
a genuine pre-estimate of the cost and loss suffered by Us for late payment of invoices.  

10.4 We shall have the right to suspend performance if any invoiced sum is not paid in accordance with this clause 

11.  

 

11 FORCE MAJEURE 

11.1 If we are prevented or hindered from carrying out our obligations under the terms of our quotation by 

circumstances beyond our reasonable control, including without limitation any form of intervention by any 

governmental local or statutory authority (such circumstances being herein referred to as force majeure) but 

not including labour disputes within our organisation or within the organisation of any of our sub-contractors, 

then the performance of such obligations shall be suspended (or if appropriate terminated) we shall not be 

liable for any delay or the consequences of any delay occasioned thereby provided that in the event of 

termination you shall pay us in respect of the work performed by us prior to termination at the contract rate 

and if none the total cost to us of carrying out that work allowing for a reasonable hourly rate for the staff 

involved (considering seniority and experience), direct costs, overhead charges and a profit margin of 20%. 

 

12 LIMITATION AND EXCLUSION 

12.1 We will make good any defects arising from faulty materials or work which arise solely from faulty materials 

or work on Our part by amendment or the supply of replacement materials and save as provided in this 

paragraph we shall not be under any liability, whether in contract, tort, breach or statutory duty or otherwise 

in respect of defects in materials prepared by Us or for any injury (other than personal injury caused by our 

negligence), damage, loss (indirect, consequential or otherwise), as well as loss of business, profit, revenue, 

goodwill and anticipated savings.  

12.2 Our liability to you, whether in contract, tort, breach of statutory duty arising from our supply of goods and 

services to you shall in no event exceed the sums payable by you pursuant to our contract for the supply of 

goods and services to you. 

 

13 SECURITY OF BULK DATA TRANSFER 

13.1 All transfers of personal data to us must be password protected and encrypted. There are several choices 

available for encryption, depending on client requirements: 

13.1.1 Secure Sharepoint data transfer site. Clients should ask us for details. 

13.1.2 Winzip (v.11 or later recommended). We recommend using the 256-bit AES option. A complex password 

(i.e. Including upper, lower, numeric and special characters) of 12-15 characters should be adequate for 

most purposes. If the encrypted file is emailed, the password must be sent by a different channel e.g. text 

message or by phone. 

13.2 Note that client organisations may have their own recommendations based on their own Information Security 

policy. You should contact us if your own policies conflict with our recommendations. 

 



14 DATA PROTECTION AND SECURITY 

14.1 We shall process any personal data as defined by the Data Protection Act 2018 or General Data Protection 

Regulation (GDPR) ((EU) 2016/679 or equivalent UK Legislation) only for the purposes of this contract  

14.2 All data processing will be in accordance with the Schedule 1 (Data Protection Agreement).  

  

15 CLIENTS MATERIALS 

15.1 You warrant that all information and material provided by you is not illegal, unlawful, infringing any design 

right, trade mark, copyright or other intellectual property rights of any third party and is not obscene 

defamatory or otherwise infringes any postal or other laws and/or regulations. You will indemnify us against 

any claim for infringement of any design right, trade mark or copyright and against all liability claims demands 

damages and costs in respect of defamation, obscenity, misrepresentation and/or any other matters 

whatsoever arising from the material or information supplied by you, including personal data used without 

either a legitimate interest or consent.  

15.2 All computer data provided by you shall be clean, unadulterated, free of viruses and capable of being readily 

used and processed. 

 

16 INTELLECTUAL PROPERTY 

16.1 In the absence of any agreement in writing to the contrary all intellectual property in any material produced 

shall belong to the originator. 

 

17 PUBLICITY 

17.1 CES may from time to time publicise or make reference (in general terms) to projects we are conducting or 

clients who we are working with. This may be in written form, in conversation, online (e.g. website news 

stories) or through social media channels (e.g. twitter, blog). Matters deemed to be of a sensitive nature will 

never be referred to however if You wish not to be mentioned at all, You should duly inform Us. 

 

18 CONFIDENTIALITY 

18.1 As highlighted in our Commercial Statements, you shall not use, publish or disclose any confidential 

information which we may provide to you including information about our know-how, methods, manufacturing 

processes, products and services.  

18.2 You will not have access to material produced by us in the course of carrying out our duties.  

18.3 It is acknowledged that if either party is obliged to disclose any confidential information to any governmental 

or regulatory agency or court or other competent authority it may disclose such information but it shall use 

its best endeavours to keep such confidential information out of the public domain. 

 

19 SUBCONTRACTING 

19.1 We shall be entitled to subcontract work under the terms of our quotation. 

 

20 VAT 

20.1 Our prices are exclusive of value added tax which, where payable, shall be payable in addition.  

20.2 VAT will be charged at the rates ruling at the date of sale with due reference to guideline notes from HMRC. 
In the event of further VAT liability being notified by HMRC, any additional VAT will be payable by You. 

 
21 WAIVER 



21.1 No failure or delay by Us or by You in exercising any rights shall be deemed to be a waiver of such rights. 
Any waiver of rights following a breach of our agreement shall not constitute a waiver of rights for a later 
breach. 

 
22 ENTIRE AGREEMENT 

22.1 These terms and conditions constitute the entire Agreement between us and no variation to these terms and 
conditions shall be valid or effective unless made in writing and signed by both Parties. 

 
23 TERMINATION 

23.1 We may terminate any agreement pursuant to this quotation with 30 days’ written notice. 

23.2 Either Party may terminate this agreement pursuant to this quotation with immediate effect if the other Party 
is in breach of any of its obligations hereunder and that Party fails to remedy such default within fourteen 
(14) days of written notice by the Party specifying the breach and requiring its remedy. 

 
24 General 

24.1 This Agreement, and any dispute or claim arising out of or in connection with it or its subject matter or 
formation (including non-contractual disputes or claims), shall be governed by, and construed in accordance 
with, English law, and the parties irrevocably submit to the exclusive jurisdiction of the courts of England. 

 

For and on behalf of Party A 

Name:  

Signature:   

Date:   

 
 

For and on behalf of Party B 

Name:   

Signature  

Date:   

 
  



Schedule 1 
Data Protection Agreement 

Unless otherwise agreed in writing between the Parties, the agreed date for data to be provided to CES 

as outlined in the relevant CES Project Setup or timetabling documentation (including email 

correspondence) and ongoing intervals as determined by the Client. 

PARTIES 
(1) The Client as detailed in the relevant CES Project Setup/Specification ("Data Controller"); and 

(2) Civica UK Limited (Civica: Engagement Solutions (“CES”)) whose registered office is at Southbank Central, 30 Stamford Street, London, SE1 

9LQ ("Data Processor") 

 

The Data Processor agrees to store and process the personal data outlined below in accordance with the terms of this Agreement contained in Schedule 1. 

 

Type and categories of personal data to be processed: Personal Data is public, staff, membership and/or stakeholder data as detailed 

below. 

 

Project for which processing of personal data is required: For the collection and/or use of participatory data in order to enable a postal or 

digital mailing to the audience. 

 

Purpose of processing of personal data: The Personal Data will be processed only for the purposes of conducting a postal or 

digital mailing. 

 

Personal data to be collected: Personal Data may include full name, address, email address, telephone number 

and other communication channel data. 

 

Disposal and destruction of personal data Upon completion of the Project as defined in Project setup 

documentation/specification. 

 

Subcontractors required (where personal identifiable data is shared) Electoral Reform Services / Civica Election Services 

 

This agreement will cease at the point the service is completed by CES as defined in the Project Setup/Specification documentation. 

 

The Data Protection Officer can be contacted via compliance@civica.co.uk.  

mailto:compliance@civica.co.uk


Schedule 1.1: Terms of Agreement relating to Data Processing 

 

1 DEFINITIONS AND INTERPRETATION 

1.1 In this Agreement the following expressions bear the following meanings unless the context otherwise requires: 

"Agreement" means this data processing agreement between the Data Controller and 

Data Processor. 

"Confidential Information" means all proprietary and confidential information of a party or Personal 

Data which by its very nature should be treated as confidential or which is 

designated as confidential by a party, including:  

 information relating directly or indirectly to the Data Controller's 

business, including details of trade secrets, know-how, plans, 

strategies, ideas, operations, compliance information, processes, 

methodologies and practices 

 information relating directly or indirectly to the Data Controller's 

customers, suppliers or business partners (or potential customers, 

suppliers or business partners) 

 works of authorship, products and materials written and prepared 

by or on behalf of the Data Controller, software, data, diagrams, 

charts, reports, designs, specifications, inventions and working 

papers or similar materials of whatever nature and on whatever 

media; and 

 the provisions of this Agreement. 

"Data Privacy Laws" means all laws that relate to data protection, privacy, the use of information 

relating to individuals, and or the information rights of individuals including  

without limitation, the Data Protection Act 1998, the Privacy and Electronic 

Communication (EC Directive) Regulations 2003, the Regulation of 

Investigatory Powers Act 2000, the Telecommunications (lawful Business 

Practice) (Interception of Communications) Regulations 2000, the 

Consumer Protection from Unfair Trading Regulations 2008, any laws in 

force in any relevant jurisdiction which implements the Directive, the 

Regulation, and all and any regulations made under those acts or 

regulations all applicable formal or informal guidance, rules, requirements, 

directions, guidelines, recommendations, advice, codes of practice, policies, 

measures or publications of the Information Commissioner's Office, other 

relevant regulator, and or relevant industry body, in each case in any 

relevant jurisdiction(s) and the equivalent in any other relevant jurisdictions.  

"Data Processor Personnel" means all staff, contractors, employees, agents, sub-contractors and sub-

processors of the Data Processor 

“Data Subject” has (until 24 May 2018) the meaning given under the Directive and (from 25 

May 2018) the meaning given under the Regulation 

"Directive" means the European Commission Directive 95/46/EC with respect to the 

Processing of Personal Data 

“Personal Data” means any information relating to an identified or identifiable natural person 

(‘data subject’); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one 

or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person 

“Processing” means obtaining, recording or holding Personal Data or carrying out any 

operation or set of operations on Personal Data (whether or not by 

automatic means), including: 

(a) organisation, adaptation or alteration of Personal Data; 

(b) retrieval, consultation or use of Personal Data; 

(c) disclosure of the information or Personal Data by transmission, 

dissemination or otherwise making available; or 

(d) alignment, combination, blocking, erasure or destruction of the 

Personal Data, 



(e) and "Processed", "Processes" and "Process" shall be construed 

accordingly. 

"Regulation" means the General Data Protection Regulation ((EU) 2016/679)). 

"Supervisory Authority" means any local, national or multinational agency, department, official, 

parliament, public or statutory person or any government or professional 

body, regulatory or supervisory authority, board or other body responsible 

for administering Data Privacy Laws i.e. the ICO; 

  

1.2 Headings contained in this Agreement are for reference purposes only and shall not be incorporated into this Agreement and shall not be deemed 

to be any indication of the meaning of the clauses or sub-clauses to which they relate. 

1.3 References to the singular include the plural (and vice versa) and words denoting persons include individuals, bodies corporate, partnerships, 

unincorporated associations and other bodies. 

1.4 A reference to a statute, statutory provision or any subordinate legislation shall unless otherwise stated be construed as including a reference to 

that statute, provision or subordinate legislation as in force at the date of this Agreement and as amended, extended, re-enacted or replaced from 

time to time. 

1.5 The schedules form part of this Agreement and references to this Agreement include the schedules. 

1.6 References to clauses and schedules are to clauses of and schedules to this Agreement; references in a schedule to paragraphs are to the 

paragraphs of that schedule; and a reference to a clause or paragraph number is, unless otherwise specified, a reference to all its sub-clauses or 

sub-paragraphs. 

1.7 In this Agreement the words "other", "includes", "including" and "in particular" do not limit the generality of any preceding words and any words 

which follow them shall not be construed as being limited in scope to the same class as the preceding words where a wider construction is possible. 

2 DATA CONTROLLER 

2.1 The Data Processor acknowledges that the Data Controller shall solely be responsible for the following decisions and determinations: 

(a) the purpose(s) for which and the manner in which the Personal Data will be Processed or used; 

(b) what Personal Data to collect and the legal basis for doing so; 

(c) which items (or content) of Personal Data to collect; 

(d) which individuals to collect Personal Data about; 

(e) whether to disclose the Personal Data, and if so, who to; 

(f) whether subject access and other individuals' rights apply including the application of any exemptions; 

(g) how long to retain the Personal Data; and 

(h) whether to make non-routine amendments to the Personal Data. 

3 CONTROLLER'S INSTRUCTIONS 

3.1 The Data Processor shall only Process Personal Data on behalf of the Data Controller in accordance with instructions issued by the Data Controller 

from time to time.  The Data Processor agrees to Process all such Personal Data in accordance with Data Privacy Laws and the provisions of this 

Agreement. 

4 TECHNICAL, SECURITY AND ORGANISATIONAL MEASURES 

4.1 The Data Processor shall, having regard to the state of technological development, take all appropriate technical, security, and organisational 

measures necessary or desirable in relation to the Processing of Personal Data under this Agreement which shall as a minimum include the 

following measures: 

(a) prevent unauthorized persons from gaining access to data processing systems with which Personal Data are Processed; 

(b) prevent the Data Processor's systems from being Processed without authorisation; 

(c) ensure that persons entitled to use a data processing system have access only to the Personal Data to which they have a right of access; 

(d) ensure that Personal Data cannot be read, copied, modified or removed without authorization during any Processing; 

(e) ensure that it is possible to check and establish whether and by whom Personal Data has been input into data processing systems, 

modified or removed; and 

(f) ensure a level of security appropriate to the harm that might result from such unauthorised or unlawful Processing or accidental loss, 

destruction or damage and the nature of the Personal Data to be protected which shall include, as a minimum the measures set out in 

Schedule 2 (Security, Technical and Operational Measures). 

4.2 The Data Processor shall upon written request from the Data Controller from time to time inform the Data Controller of the measures it has taken 

to comply with clause 4.1 above, and the Data Processor will at its own cost implement any further steps that are necessary for compliance with 

clause 4.1. The Data Processor shall inform the Data Controller promptly of any proposed changes to the security, technical and organisational 

measures which are detailed in Schedule 2 of this Agreement. 

5 INFORMATION AND AUDIT 

5.1 The Data Processor shall, during the term of this Agreement: 

(a) permit without charge, on an annual basis, and / or where the Data Controller becomes aware of a Data Breach or alleged or potential 

breach of Data Privacy Laws by the  Laws by the Data Processor, reasonable access by the Data Controller or any regulator to all 

records, files, tapes, premises, equipment, facilities, audit, security and IT reports, computer systems, or any other information howsoever 

held by the Data Processor in respect of the Data Processor's activities pursuant to this Agreement, for the purposes of reviewing 

compliance with the Data Privacy Laws; and 

(b) provide without charge all reasonable assistance to the Data Controller or any regulator in complying with any direction, requirement or 

request made by any regulator to do or not to do any act, or to provide any information in respect of any obligation of the Data Processor 

under this Agreement, including, where necessary, giving the regulator (including its representatives or appointees) reasonable access 

to any records, files, tapes, computer systems, or any other information howsoever held. 



5.2 For the purpose of this clause 5, reasonable access shall mean as a minimum, access on not less than 48 hours' notice and during normal working 

hours and access to all information held by the Data Processor and in the event of an alleged or potential breach of Data Privacy Laws or this 

Agreement reasonable access shall mean access as soon as reasonably practicable. 

5.3 The Data Processor agrees that the Data Controller may appoint a third party independent auditor to audit the Data Processor's compliance with 

this Agreement and the Data Privacy Laws and to determine the accuracy and completeness of the statements and records submitted by the Data 

Processor under this Agreement. 

5.4 The exercise by the Data Controller of its rights of inspection in clauses 5.1 to 5.3 above shall not relieve the Data Processor of any of its obligations 

under this Agreement.  

5.5 The Data Processor shall procure that any subcontractor shall permit the Data Controller to exercise equivalent rights of inspection and audit as 

set out in clauses 5.1 to 5.3 above in respect of services provided by such subcontractor. 

6 PROCESSING OBLIGATIONS 

6.1 The Data Processor shall not disclose Personal Data without the written consent of the Data Controller and only Process Personal Data on behalf 

of the Data Controller in accordance with: 

(a) the purposes set out in this Agreement; and 

(b) the express instructions received from the Data Controller from time to time  

(except to the extent to which Data Privacy Laws or Union or Member State Laws require Personal Data to be Processed for other purposes in 

which h case the Data Processor shall as soon as reasonably practicable and before the processing takes place inform the Data Controller of 

this requirement unless the law prohibits such disclosure on important grounds of public interest).  

6.2 The Data Processor shall take steps to ensure that any Data Processing Personnel acting under their authority who has access to Personal Data 

does not process them except on instructions from the Data Controller, unless he or she is required to do so by Union or Member State law. 

6.3 The Data Processor shall: 

(a) provide the Data Controller or any relevant regulator with a copy of all Personal Data on demand; 

(b) make all reasonable efforts to ensure that the Personal Data is accurate and up-to-date at all times; and 

(c) not keep Personal Data for longer than is necessary in accordance with the Data Controller's instructions so as to comply with the 

principle of data minimisation. 

7 COMPLIANCE WITH DATA PRIVACY LAWS 

7.1 The Data Processor shall comply with the Data Privacy Laws and without prejudice to the generality of the foregoing shall: 

(a) at the request of the Data Controller or any relevant regulator, promptly make available to the Data Controller and/or any relevant regulator 

all information necessary to demonstrate compliance with the Data Processor's obligations and Data Privacy Laws; 

(b) not cause the Data Controller to be in breach of the Data Privacy Laws and shall use all reasonable endeavours to assist the Data 

Controller to comply with any obligations imposed on the Data Controller by the Data Privacy Laws; 

7.2 The Data Processor shall: 

(a) assist the Data Controller by:  

(i) complying with any requests by Data Subjects to exercise their rights under the Data Privacy Laws (including but not limited 

to their rights to access, or to cease or not begin processing, rectify, block, erase, destroy or object to the processing of their 

personal data, each a Data Subject Request);  

(ii) ensuring that the Personal Data is deleted or corrected if it is incorrect (or, the Data Controller does not agree that it is incorrect, 

to have recorded the fact that the relevant person considers the Personal Data to be incorrect within 5 (five) days' of being 

requested to do so by the Data Controller; and/or 

(iii) communicating with or obtaining the approval of the Information Commissioner's Office (ICO) in relation to the Processing of 

Personal Data (ICO Correspondence);  

including if so requested, providing a copy to the Data Controller of a Data Subject's Personal Data in a machine readable portable 

format. 

(b) promptly, and in any event within forty-eight (48) hours of receipt of any request or correspondence, inform the Data Controller about the 

receipt of any Data Subject Requests or ICO Correspondence;  

(c) not disclose any Personal Data in response to any Data Subject Request or ICO Correspondence, or respond in any way to such a 

request without first consulting with, and obtaining the consent of, the Data Controller unless obligated to do so by Union or Member 

State law; and 

(d) assist the Data Controller should the Data Controller carry out a data protection impact assessment and shall provide the output of its 

own data protection impact assessment where relevant. 

7.3 The Data Processor will (and will ensure that the Data Processor Personnel will) promptly (but in all cases within 48 hours) notify the Data Controller, 

if the Data Processor (or Data Processor Personnel as the case may be): 

(a) becomes aware that a disclosure of Personal Data may be required under Data Privacy Laws; 

(b) receives a complaint relating to the Data Controller's obligations under the Data Privacy Laws; and/or 

(c) becomes aware of a breach of this Agreement. 

7.4 In the event that the Data Processor believes that the Data Processor instructions conflict with the requirements of Data Privacy Laws, the Data 

Processor must inform the Data Controller immediately. 

8 DATA BREACHES 

8.1 The Data Processor shall: 

(a) maintain a record of all categories of processing activities it undertakes under this Agreement in accordance with Data Privacy Laws and 

a record of any Data Breach (as defined below) and provide a copy of such record(s) to the Data Controller for inspection on demand;  

(b) immediately inform the Data Controller in writing of any unauthorized or unlawful processing of Personal Data and/or material incident of 

Personal Data loss, corruption, destruction, alteration, disclosure, access or damage ("Data Breach") or any action that causes or could 



reasonably be deemed to cause a Data Breach and shall liaise with the Data Controller in managing such Data Breach (including by 

providing sufficient information, cooperation, analysis and support); 

(c) provide the Data Controller with such co-operation (at no additional cost to the Data Controller) in relation to the (i) Data Controller 

notifying the individual or the Information Commissioner (or relevant regulator) of the Data Breach, including by providing the Data 

Controller with a detailed description of the nature of the Data Breach and the identity of the affected person(s) and (ii) Data Controller's 

efforts to investigate, remediate, and mitigate the effects of any Data Breach; and 

(d) shall not make any public announcement regarding such incident as set out in this clause 8.1 without prior consultation with the Data 

Controller and subject to the Data Controller's written consent.     

9 TRANSFER OF PERSONAL DATA OUTSIDE EEA 

9.1 The Data Processor shall not transfer Personal Data which has been obtained by or made available to the Data Processor to any country outside 

the European Economic Area (EEA) without the prior written consent of the Data Controller, such consent may be subject to and given on such 

terms as the Data Controller may in its absolute discretion prescribe. 

9.2 In the event that the Data Controller consents to the transfer of Personal Data from the Data Processor to a country outside of the EEA the Data 

Processor shall comply with the following additional provisions: 

(a) the Data Processor shall confirm in writing: 

(i) the Personal Data which will be transferred to and/or Processed outside of the EEA; 

(ii) any sub-contractor or other third parties who will be processing and/or receiving Personal Data outside of the EEA; 

(iii) how the Data Processor will ensure an adequate level of protection and adequate safeguards in respect of the Personal Data 

that will be processed in and/or transferred outside of the EEA so as to ensure the Data Controller's compliance with the Data 

Privacy Laws; 

(b) the Data Processor shall comply with such other instructions and shall carry out such other actions as the Data Controller may notify in 

writing, including: 

(i) incorporating standard and/or model clauses (which are approved by the European Commission as offering adequate 

safeguards under the  Data Privacy Laws) into this Agreement or a separate data processing agreement between the Parties; 

and 

(ii) procuring that any sub-contractor or other third party who will be processing and/or receiving or accessing the Personal Data 

outside of the EEA either enters into: 

(A) a direct data processing agreement with the Data Controller on such terms as may be required by the Data 

Controller; or 

(B) a data processing agreement with the Data Processor on terms which are equivalent to those agreed between the 

Data Controller and the Data Processor relating to the relevant Personal Data transfer, and 

in each case which the Data Processor acknowledges may include the incorporation of model contract provisions (which are 

approved by the European Commission as offering adequate safeguards under the Data Privacy Laws) and technical and 

organisation measures which the Data Controller deems necessary for the purpose of protecting Personal Data. 

10 SUB-CONTRACTING 

10.1 The Data Processor shall not sub-contract to any third party any of its obligations to Process Personal Data on behalf of the Data Controller unless 

all of the following provisions of this clause have first been complied with:- 

(a) the Data Processor has supplied to the Data Controller full details of the proposed sub-contractor, the results of a thorough due diligence 

undertaken by the Data Processor (including a risk assessment of the sub-contractor's information governance related practices and 

processes) and such further information as the Data Controller may require to ascertain that such sub-contractor has the ability to comply 

with the provisions of this Agreement; and 

(b) the Data Processor has obtained the prior written consent of the Data Controller; and 

(c) the proposed sub-contractor has entered into a contract with the Data Processor substantially upon the terms of this Agreement. 

11 CONFIDENTIALITY & PERSONNEL 

11.1 The Data Processor shall keep the Confidential Information of the Data Controller confidential in perpetuity and, except as provided in this 

Agreement, shall not disclose such Confidential Information to any third party and shall not itself use or exploit such Confidential Information except 

as provided in this Agreement. 

11.2 The Data Controller undertakes to keep confidential any Confidential Information of the Data Processor of which the Data Controller may become 

aware when carrying out the inspections under the provisions of clause 5.1 above. 

11.3 The Data Processor shall ensure that its Personnel processing Personal Data are reliable and have received adequate training on compliance with 

the Data Processor's obligations under this Agreement and the Data Privacy Laws. 

11.4 The Data Processor shall employ only Data Processor Personnel who have committed themselves to confidentiality or are under an obligation of 

confidentiality. 

12 AMENDMENTS 

12.1 In the event that Data Privacy Laws are amended or replaced by subsequent legislation or regulations or in the event that case law pursuant to 

Data Privacy Laws and/or regulations enacted under it require amendments to this Agreement in the reasonable opinion of the Data Controller 

then the Data Processor will agree to such reasonable amendments to this Agreement and will enter into a deed of variation to effect such 

amendments. 

13 APPLICATION OF AGREEMENT 

13.1 The purpose of this Agreement is to deal with the effect of Data Privacy Laws on the Processing of Personal Data by the Data Processor on behalf 

of the Data Controller, and to ensure compliance with Data Privacy Laws.  If, and to the extent that, any other contractual terms that have been 

agreed, or may in future be agreed, including any terms relating to liability and the rights and obligations between the Data Controller and the Data 

Processor conflict with the terms of this Agreement, the terms of this Agreement shall prevail except where such contractual terms are specifically 

expressed to vary the terms of this Agreement. 



14 TERMINATION 

14.1 The Data Controller and the Data Processor shall be entitled to terminate this Agreement forthwith by written notice in the event that the other 

party: 

(a) is in material breach of its obligations under this Agreement; or 

(b) prepares for or enters into any composition or arrangement with its creditors or an administration order or winding up order or similar 

process is presented against the Data Processor or Data Controller or an administrative receiver is appointed in respect of the business 

or part of the assets of the Data Processor or the Data Controller or either party forms the reasonable opinion that the other party has 

become or is likely in the immediate future to become unable to pay its debts within the definition of that term as set out in Section 123 

of the Insolvency Act 1986. 

14.2 Either party may terminate this Agreement by giving to the other party not less than one month's written notice to the other PROVIDED THAT 

subject to the provisions of clause 14.1 neither party may terminate this Agreement if following the date on which such termination shall take effect 

there will continue to be in force an agreement under which the Data Processor may be required to Process Personal Data on behalf of the Data 

Controller unless either that agreement or another agreement between the Data Controller and the Data Processor shall be in force to ensure 

compliance with Data Privacy Laws. 

15 CONSEQUENCES OF TERMINATION 

15.1 Upon termination of this Agreement in accordance with clause 14:- 

(a) the Data Processor shall, at the Data Controller’s option, either forthwith return to the Data Controller all copies of the Personal Data 

which it is Processing or has Processed upon behalf of the Data Controller, or securely destroy the same within 14 days of being 

requested to do so by the Data Controller unless the Data Processor is specifically required to retain the Personal Data by Data Privacy 

Laws or Union or Member State Laws; and 

(b) the Data Processor shall cease Processing Personal Data on behalf of the Data Controller. 

16 LAW AND JURISDICTION 

16.1 This Agreement and any non-contractual obligations arising out of or in relation to this Agreement shall be governed by and construed in all respects 

in accordance with English law in every particular including formation and interpretation and shall be deemed to have been made in England, and 

each party hereby submits to the exclusive jurisdiction of the English courts in relation to all matters arising out of or in connection with this 

Agreement (whether contractual or non-contractual in nature). 

17 GENERAL 

17.1 For the purposes of this Agreement the “Data Controller” and the “Data Processor” shall include its affiliates, including but not limited to any 

subsidiaries (as defined by section 1159 of the Companies Act 2006) and any parent or associated undertaking. 

17.2 Neither Party shall assign, charge, novate, subcontract or deal in any way with its rights or obligations under this Agreement without the prior written 

consent of the other Party. 

17.3 The failure of either Party to enforce or to exercise, at any time or for any period of time, any term of or any right arising pursuant to this Agreement 

does not constitute, and shall not be construed as, a waiver of such term or right and shall in no way affect that Party’s right to enforce or exercise 

it in the future. 

17.4 No variation or amendment to this Agreement shall be effective unless agreed in writing by both Parties and signed by an authorised representative 

of both Parties. 

17.5 The Parties intend each provision of this Agreement to be severable and distinct from the others.  If a provision of this Agreement is held to be 

illegal, invalid or unenforceable, in whole or in part, the Parties intend that the legality, validity and enforceability of the remainder of this Agreement 

shall not be affected. 

17.6 All notices and other such documents relating to the operation of this Agreement shall be delivered by hand or sent by first class registered pre-

paid post to the respective addresses of the Parties stated at the beginning of this Agreement or to such other address as a Party may in writing 

notify to the other for the purpose of this clause. 

17.7 This Agreement may be entered into in any number of counterparts and by the Parties on separate counterparts, all of which taken together shall 

constitute one and the same instrument. 



SCHEDULE 1.2: Security, Technical and Operational Measures 

1 Objective 

1.1 This Schedule sets out the security, technical and organisational measures for protecting Personal Data against unauthorised access, corruption 

and loss processed by the Data Processor in connection with the services provided to the Data Controller. 

2 Requirements 

2.1 The Data Processor must ensure that industry standards for security and data protection are met as a minimum for the services provided to the 

Data Controller, including the protection of personal and confidential data.  These standards include operating an information security framework 

and policy that aligns with the ISO 27001:2013 standard. Controls of particular significance that must be met are highlighted below. 

3 Organisation of Information Security  

3.1 Security resources in terms of structures and personnel with relevant skills and knowledge must be in place in order to ensure information security 

is effectively managed. 

4 Vetting/recruitment 

4.1 The Data Processor must have processes in place to undertake appropriate screening of Data Processor Personnel  either prior to employment or 

before any access is given to Personal Data and a suitable record of those checks maintained (including any re-check carried out).  The Data 

Controller may from time to time request evidence of up to date checks.  

4.2 The checks must as a minimum include right to work in the UK (with further checks upon  work permit expiry) for UK based Data Processor 

Personnel, basic Disclosure Barring Service Checks (full for FCA approved roles) and we reserve the right to request additional checks. 

4.3 The Data Processor must ensure that all Data Processor Personnel have signed an appropriate confidentiality agreement. 

4.4 When working at the Data Controller’s locations or accessing the Data Controller’s systems, the Data Processor Personnel and contractors must 

comply with the relevant policies as advised by the Data Controller’s supervising manager.  Where access to the Data Controller’s systems is 

provided either onsite or remotely the Data Controller’s HR team will perform vetting checks and the Data Controller shall obtain such necessary 

employee consents. 

5 Training 

5.1 The Data Processor must ensure that Data Processor Personnel undertake appropriate data protection and information security awareness training 

relevant to their work during induction (and before being given access to the Data Controller’s premises and/or personal data) and at least annually 

thereafter and a suitable record maintained. 

6 Disposal/destruction 

6.1 The Data Processor must ensure that any Personal Data in a hard-copy format must be securely destroyed when no longer needed and securely 

disposed of via a certified waste service. 

6.2 The Data Processor must ensure that a process is in place to securely destroy Data Controller’s Personal Data so that it is unrecoverable from 

systems, portable computing devices and portable media prior to disposal.  Records of destruction must be retained and made available to the 

Data Controller on request. 

7 Access control (personal data / systems / buildings including offices, data centre) 

7.1 The Data Processor must implement measures to prevent, detect and manage inappropriate and unauthorized access to all systems and physical 

locations that store, process or transmit the Data Controller’s personal data in electronic and hard copy format.  Access must be strictly controlled 

and restricted to only those Data Processor Personnel who are dedicated to delivering the services to the Data Controller and whose role requires 

them to have such access.  

8 Data accuracy 

8.1 The Data Processor must implement controls and quality checks to ensure that all outputs, for example, mailings and website content are accurate 

and strictly comply with the Data Controller’s requirements. 

9 Transfer control 

9.1 The Data Processor must ensure that all electronic information transfer mechanisms used that contains Data Controller information are approved 

in advance by the Data Controller and are fully documented and secure.  Transfers over public/non-secure networks must use industry standard 

encryption methods.  Appropriate controls must be in place to protect any physical transfers of information. 

10 Operational Security 

10.1 The Data Processor will ensure formal procedures are implemented to manage technical threats, vulnerabilities and malware including applying 

vendor supplied security updates (patches) within recommended timeframes and anti malware products are installed, updated and maintained. 

11 Sub contractors 

11.1 Where the Data Processor has been authorised in writing by the Data Controller to engage sub-contractors (including members within the Data 

Processor’s group) to provide some or all of the services, the provider will impose contractual obligations on the sub-contractor on terms 

substantially equivalent to those contained in this schedule. 

12 Operational resilience 

12.1 Arrangements and processes must be in place to prevent disruptions to service to the Data Controller and ensure the ability to respond quickly to, 

and recover from, a disruption should it occur. 

13 Incident management 

13.1 Appropriate mechanisms must be in place to promptly detect, report within agreed timescales and manage security incidents in order to minimise 

their impact, to learn from them and prevent recurrence. 

14 Compliance 

14.1 The Data Processor will ensure that periodic independent reviews are conducted, including annual penetration tests to provide assurance that key 

information security controls are operating effectively. 

15 Data Protection Officer 

15.1 The Data Processor has appointed a Data Protection Officer (DPO). 

 


